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This clause specifies the procedure on how NWDAF can provide NWDAF-assisted Application Detection analytics, in the form of statistics or predictions, to analytics consumer NF.
This procedure provides analytics including new PFD information or PFD information for known applications by extracting network traffic signature and inferring application id. The known application means an application for which the application ID is already known by the 5GC and can be referenced within PCC rules and for which PFD information (may not be the latest) is already available, which allows the 5GC to perform the "application detection" analytics in order to get the latest PFD information.
To realize this solution, one of the main features is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload characteristics (such as domain name contained in the payload). The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is delivered to UPF via SMF to detect a known application defined as TS 23.502 [3].
Based on PFD information from NEF/UDR and traffic information from UPF, new PFD information (including new IP 3-tuple, new URL, new Domain name information) for the existing Application ID could be derived by the NWDAF. The new PFD information provided by the NWDAF can be used by the NEF for provisioning SMF/UPF, i.e., the PFD information is delivered to UPF via SMF to detect a known application defined as TS 23.502 [3].
The service consumer may be an NF, e.g. NEF, AF).
The consumer of these analytics may indicate in the request:
-	Analytics ID = "Application Detection";
-	Target of Analytics Reporting: one or more SUPI(s) or Internal Group Identifier(s), or "any UE";
-	Analytics Filter Information optionally containing:
-	Area of Interest;
-	S-NSSAI;
-	DNN;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested.
The NWDAF notifies the result of the analytics to the consumer as indicated in clause 6.X.3.
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NWDAF collects QoS flow related data from SMF for a specific S-NSSAI, DNN, and UE. The detailed data are described in Table 6.X.2-1.
Table 6.X.2-1: Input data to detect known application from NFs
	Information
	Source
	Description

	SUPI
	SMF / UPF
	UE ID for the UE that uses the application.

	S-NSSAI
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Start/end time
	UPF
	Start and end time of traffic detection.

	Data volume
	UPF
	Measured data traffic volume (per UL/DL).

	Data duration
	UPF
	Measured average data traffic (packets) duration (per UL/DL).

	QoS flow Bit Rate
	UPF
	The observed bit rate (per UL/DL).

	Packet transmission
	UPF
	The observed average number of packet transmission (per UL/DL).

	UL/DL Packet Delay
	UPF
	The observed Packet delay for UL direction; and
The observed Packet delay for the DL direction.

	IP 3-tuple
	UPF
	to Identify a service flow of the UE that uses the application.

	Packet's URL
	UPF
	URL is extracted from the inspected user plane packets.

	Packet's Domain Name
	SMF/UPF
	The domain name is extracted from the inspected user plane packets in a QoS flow.

	Size of packets
	SMF/UPF
	Average size of packets.

	PFD Information
	NEF(PFDF)
	PFD Information stored in the UDR and retrieved by NEF(PFDF).

	> Application ID
	NEF(PFDF)
	Identification of the application that refers to one or more application defection filters.

	> IP 3-tuple
	NEF(PFDF)
	Including protocol, server side IP address and port number.

	> URL
	NEF(PFDF)
	The significant parts of the URL to be matched, e.g. host name.

	> Domain Name
	NEF(PFDF)
	A Domain name matching criteria and information about applicable protocol(s).


NOTE:	How NWDAF collects the UL/DL Packet Delay from UPF (e.g. subscription via SMF) and how to limit the UPF load because of the extensive reporting of traffic flows will be aligned with the conclusion of FS_UPEAS.
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The output analytics of NWDAF is defined in Table 6.X.3-1. The output analysis can be used to provision new PFDs for known applications.
Table 6.X.3-1: Application Detection statistics
	Information
	Description

	Application ID
	Application ID of the application that refers to the application detection filter (Flow descriptor, URL or Domain name information) stored in the UDR.

	List of application description analytics
	

	> S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	> DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	> Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).

	> URL
	the significant parts of the URL to be matched, e.g. host name defined in.

	> Domain name information
	A Domain name matching criteria and information about applicable protocol(s).



Editor's note:	Whether a prediction type for Application Detection analytics is defined is FFS.
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The procedure depicted in 6.X.4-1 shows known application detection analytics.


Figure 6.X.4-1: A procedure for NWDAF-assisted application detection
1.	The Consumer NF (NEF(PFDF)) subscribes to the NWDAF to request Application Detection analytics. This subscription may be triggered by local configuration or OAM. The Analytics Filter Information may optionally include the UE ID, S-NSSAI and/or DNN, Application ID.
2.	The NWDAF fetches currently stored PFD information in use from UDR via NEF(PFDF).
3.	The NWDAF collects session related information from the UPF about URL, Domain name part, and IP 3-tuples of packets corresponding to Application ID from the SDF not matching installed PDRs.
4.	The NWDAF derives Application Detection analytics, e.g., new PFD information (including new IP 3-tuple, new URL, new Domain name) for the existing Application ID.
5.	The NWDAF notifies Application Detection analytics to the Consumer NF (NEF(PFDF)) with PFD Information.
6.	The NEF (PFDF) fetches the PFD information currently in use from UDR.
7.	The NEF (PFDF) compares the PDF information from UDR with PFD information from the NWDAF to determine whether to create/update/delete PFD information corresponding to the application ID.
8.	The NEF (PFDF) invokes the Nudr_DM_Create/Update/Delete (Application Identifier, one or more sets of PFDs) to the UDR to create/update/delete PFD information corresponding to the application ID, i.e. steps 3-5 defined in clause 4.18.2 of TS 23.502 [3] are executed.
For new PFD Information(including new IP 3-tuple, new URL, new Domain name) for the existing Application ID, derived by the NWDAF and then notifies to the NEF(PFDF) as consumer NF, the NEF(PFDF) may forward it to UPF via SMF to detect a known application defined as TS 23.502 [3].
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